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Empower Trust — Cyber-security Policy (2024)

Summary of Key Changes

This edition has been reviewed and overhauled to align with the 2024 DfE updated 'Digital and Technology
Standards'. The review cycle has moved from biennial to annual. All new or materially changed content is
flagged throughout this document with an tag and a gold highlight, so reviewers can see at a glance
what has changed since the 2022/2024 policy.

Governance & Leadership

New Digital Governor role on the Board; new SLT Digital Lead appointed by the Headteacher; the DPO is now formal
owner of the Information Asset Register and must sign off DPIAs before cloud procurement.

Compliance Alignment

Policy realigned to the 2024 DfE Digital and Technology Standards. Review cycle shortened from biennial to annual,
with termly effectiveness checks.

Registers & Documentation

Mandatory use of DfE-standard templates for the Asset Register, Contracts Register and Information Asset Register,
with a new 5-working-day notification requirement for system changes.

Network Infrastructure

Full-fibre connectivity required at all sites with mandated failover; new minimum bandwidth thresholds; Wi-Fi 7 and
WPA3 required for new wireless deployments; upgraded Cat6A / OM4 cabling standards.

Security Controls

MFA now mandated across all administrative accounts and sensitive platforms; annual cyber risk assessments; new
sustainability and WEEE disposal requirements for retired hardware.

Data Resilience

New mandatory 3-2-1 backup rule: three copies of data, on two devices, with one held securely offsite.

Disaster Recovery & Training

Disaster Recovery Plan must now be tested annually with recorded results; a formal, annual cyber-awareness training
plan is mandated for all staff and students.

Page 2



Empower Trust — Cyber-security Policy (2024)

1. Policy Control and Administration

Frequency of Review (LOYNDPOMY Annual

Date of Approval May 2024
Date of Next Review July 2027
Adopted by The Board of Empower Trust

Review History

May 2024 Biennial review and legacy policy update.
July 2026 Policy overhauled to align with updated 2024 DfE Digital and Technology

Standards. Review cycle moved to annual.

2. Statement of Intent

Empower Trust Schools are committed to maintaining the confidentiality, integrity, and availability of its
information. We ensure that financial, operational, and individual data remains accessible only to authorized
personnel. To achieve this, the Trust implements rigorous access controls, upholds high security standards, and
maintains resilient procedural frameworks. The Trust acknowledges that the majority of security breaches stem
from human error; therefore, we are dedicated to comprehensive staff training to mitigate this risk. As the
digital landscape evolves, we prioritise robust technical defences to prevent external attacks.

Empower Trust is formally committed to meeting the updated '2024 DfE Digital and Technology
Standards'. This mandate includes a strategic, pedagogical transition to cloud-based solutions and the
implementation of full-fibre connectivity to provide a high-performance, resilient digital infrastructure across all
Trust sites.

3. Legal Framework & Policy Links

This policy has due regard to all relevant legislation and guidance including:

e Computer Misuse Act 1990

e The UK General Data Protection Regulation (UK GDPR)

e Data Protection Act 2018

e National Cyber Security Centre (2018) 'Small Business Guide: Cyber Security'

e National Cyber Security Centre (N.D.) 'Cyber Essentials'
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e |CO (2021) 'Guide to the UK General Data Protection Regulation (UK GDPR)'
e ESFA (2024) 'Academy Trust Handbook'

o Department for Education (2024) 'Meeting digital and technology standards in schools and
colleges'

This policy operates as a primary directive in conjunction with:
e Online Safety Policy
e Data Protection Policy
e Disciplinary Policy and Procedure

I U Cyber Response and Recovery Plan — now a Primary Dependency

4. Updated Roles and Responsibilities

4.1 The Governing Board

The Board provides strategic oversight of cyber-security and data breach management.

The Board must assign a Digital Trustee (or Digital Link Role). This individual is responsible for
providing support and challenge regarding the digital technology strategy and ensuring the Trust maintains
compliance with all DfE digital standards.

4.2 The Headteacher

The Headteacher ensures operational compliance, manages user access, and coordinates the cyber recovery
team.

The Headteacher is mandated to appoint an SLT Digital Lead to bridge the gap between pedagogy
and technical implementation.

4.3 Trust Digital Lead — new role

The Trust Digital Lead is accountable for the Trust's digital strategy. This role should ideally be
held by an individual with teaching experience to ensure technology is led by learning outcomes. At Empower

trust this role is owned jointly by the Director of Education and the COO. Responsibilities include:

° Acting as the strategic link between technical staff, curriculum leads, and the SLT.

U Accountability for the delivery of the digital strategy based on teaching and learning
outcomes.

° Identifying and acting upon digital technology training needs for staff and students.

° Reviewing the effectiveness of IT support services to inform strategic decision-making and

budget planning.
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4.4 The Chief Operating Officer (COO)

The COO is the designated owner of the Information Asset Register (IAR). Working with the Trust
DPO, the COO must ensure that Data Protection Impact Assessments (DPIAs) are conducted for all cloud-based
solutions and any systems processing personal or sensitive (special category) data prior to procurement.

4.5 The ICT Lead/COO and Technician

The ICT Lead/COO is responsible for maintaining the Contracts Register using the DfE template
and ensuring the physical Asset Register is kept current. The ICT Lead must provide technical updates to the
COO for the IAR within 5 working days of any system change or procurement.

5. Registers and Documentation — new DfE requirement

The Trust mandates the use of DfE-standard templates for all registers to ensure oversight and
value for money:

e Asset Register: a comprehensive log of physical hardware stored on T. This must detail asset/serial
numbers, assignment, location, age, review date, and secure disposal date.

o Contracts Register: mandatory use of the DfE Contracts Register Template. This log must
include all licences, subscriptions, broadband services, and approved apps, and is used to monitor spend,
identify savings, and prevent accidental renewals.

° Information Asset Register (IAR): mandatory use of the DfE IAR Template. Owned by the
DPO, this log identifies all digital data held on staff and students. Technical staff must notify the DPO of any
new data processing streams within 5 working days.

6. Network Security and Infrastructure Standards — new section

6.1 Broadband Connectivity

o All sites must utilize a Full Fibre connection (FTTP or Leased Lines). All existing legacy copper
connections must be documented in a decommissioning plan for immediate replacement.

° Minimum speed requirements — Primary Schools: 100Mbps download / 30Mbps upload.
Secondary/FE Colleges: capacity to deliver 1Gbps download and 1Gbps upload.

° Resilience: a backup broadband connection of a different service type (e.g., FTTP with a
4G/5G or SOGEA failover) is mandated to provide automatic failover and eliminate single points of failure.

6.2 Wireless Network

° New wireless solution installs or upgrades must meet Wi-Fi 7 (802.11be) standards to ensure
throughput for high-density environments.
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° Security: all wireless networks must employ WPA3 and certificate-based authentication. MFA
is mandated for all administrative access.

o Coverage must reach 100% of learning and admin areas, verified by professional heat maps.

6.3 Network Cabling
° Standards compliance: all cabling must meet British Standards 6701, 50173, and 50174.

o Copper cabling must be Category 6A (minimum Unshielded/Foil Shielded Twisted Pair) to
support 10Gbps capacity.

° Optical fibre must be a minimum 16-core multi-mode OM4.

° Warranty: all new cabling installations must be backed by a 20-year manufacturer's warranty
and accompanied by a comprehensive test report.

7. Secure Configuration and Malware Prevention

1. [ELDhENEsPir  Cyber Risk Assessments: conducted annually and reviewed every term by the Trust Digital
Lead, COO and ICT Lead.

2. Multi-factor Authentication (MFA): mandated for all administrative accounts, firewalls, and
any platforms containing sensitive data (e.g., CPCOMS, MIS, Finance).

3. Sustainability & Energy Efficiency: all devices must be switched off when not in use.
Automated power-down schedules must be implemented for out-of-hours periods. Disposal of any
hardware must be accompanied by WEEE certificates and destruction-of-data certificates, retained for the
life of the Asset Register entry.

4. NCSC Baseline Controls:

o Firewalls: correctly configured boundaries with blocked inbound unauthenticated connections.

O Secure Configuration: immediate removal of unnecessary software and default password changes.
O Access Control: 'least privilege' model with brute-force protection (max 10 guesses in 5 minutes).
O Malware Protection: managed anti-virus with active web-scanning and whitelisting.

o Patch Management: critical updates installed within 14 days; replacement of all unsupported software.

8. Data Resilience and Backups — new rule

I All critical electronic data must adhere to the 3-2-1 backup rule:

) At least 3 copies of data.
° On 2 different devices.

° With 1 copy held offsite (mandated secure cloud location).
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9. Cyber-security Breach Incidents and Disaster Recovery

° Testing Mandate: the Disaster Recovery Plan must be tested annually via simulated data loss
or hardware failure. Results of the review must be recorded and made available to any authorized person
or regulatory body entitled to inspect that information.

e Reporting: personal data breaches must be reported to the ICO within 72 hours if rights and freedoms are
at risk.

® Ransomware: the Trust is prohibited from paying cyber-ransom demands without explicit permission from
the ESFA.

10. Training and Awareness

o Mandated Annual Plan: a formal cyber awareness plan for all staff must be implemented
annually.

e Evidence: GDPRIS or an equivalent platform must be used to provide an audit trail of training completion
and policy read-acknowledgements.

11. Monitoring and Review

° This policy and the Trust's Digital Strategy must be reviewed annually by the Trust Digital
Lead, COO and ICT technican

e Effectiveness of security measures will be assessed termly through the cyber risk assessment review
process.
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